GUIDANCE DOCUMENT FOR APPLICANTS TO THE

ENVIRONMENTAL LABORATORY DATA INTEGRITY INITIATIVE

PROGRAM

THE DATA INTEGRITY COMMITTEE OF THE

ENVIRONMENTAL SCIENCES SECTION OF THE

AMERICAN COUNCIL OF INDEPENDENT LABORATORIES

October 2003

INTRODUCTION
The purpose of this Guidance Document is to provide specific guidance and requirements for laboratory applicants to the Environmental Laboratory Data Integrity Initiative (ELDII) Program.  Laboratory applicants that choose to participate in the ELDII Program and that successfully complete all of the requirements of the Program become known as “Signatories.”  This is a serious step for any laboratory, and it represents the full commitment of laboratory ownership, management, and staff to the highest standards of ethical performance in the production of all data.

The Environmental Laboratory Data Integrity Initiative, or ELDII, is a program that was adopted unanimously by the American Council of Independent Laboratories (ACIL) Environmental Sciences Section Board in February 2003.  It was developed by the nine‑person Data Integrity Committee of the Environmental Sciences Section.  This Committee is dedicated to enhancing both ethical practices and data integrity in our industry through the application of a systems approach.  It includes in its membership many individuals experienced in areas of laboratory ownership, laboratory management, business law, environmental law, and environmental consultancy.  The Data Integrity Committee envisions the ELDII as a living program that will evolve in the years to come, helping signatories to continually improve.
Laboratory application to Signatory status involves submittal of an application with attachments of laboratory documents consistent with the requirements in the ELDII Policy Statement and this Guidance Document.  Potential applicants first must obtain from the Committee the ELDII Policy Statement and carefully review it.  Special attention should be focused on Section III, Basic Principles, and Section IV, Signatory Process, of the ELDII Policy Statement.  The laboratory’s demonstration of compliance that must be submitted with the completed application is defined in Section V, Components of the Self-​Governance Program.  The individual documents and materials are as follows:

A. Business Ethics and Data Integrity Policy

B.
Appointment of Ethics and Compliance Officer

C.
Ethics and Technical Training Program

D. Commitment to Effective Enforcement of Self‑Governance Program

E. Policy for Internal Investigations and Reporting of Alleged Misconduct

F.
Procedures for Data Recall

G.
Effective Internal and External Monitoring System


The following sections of this Guidance Document provide both requirements and recommendations for preparation of these applicant documents.  Requirements will be defined by words such as “must” and “shall.”  Recommendations will be defined by words such as “can” or “should.”  The Committee has attempted to strike a proper balance between requirements and recommendations in order to provide meaning to the process as well as to stimulate thought among those laboratory personnel who will create the required systems, policies, and procedures.  Applicants are encouraged to be as creative as possible consistent with both the needs of the ELDII Program and the needs of their individual laboratories.

The Committee anticipates that laboratories that wish to participate in the ELDII Program may find it challenging to prepare the documents and implement the systems required in the application process.  Subsection H, Best Practices, in this Guidance Document contains a reference to the ACIL website and its material on data integrity documents.  These documents are available to ACIL members as an aid to laboratories in developing, documenting, and implementing the systems, policies, and procedures necessary for Signatory application.  These documents can be downloaded and modified to reflect the individual needs of laboratories.  Currently, the website contains documents that are responsive to either Seal of Excellence data integrity requirements or upcoming National Environmental Laboratory Accreditation Conference (NELAC) data integrity requirements.  However, it is the Committee’s intent to encourage the voluntary submittal of ELDII related documents for the website in the near future.  It should be emphasized that the Signatory process not only requires the submittal of documents describing a laboratory’s data integrity system, but objective evidence that demonstrates consistent and effective implementation.  


The following is intended to help explain, elaborate, and clarify the requirements of the ELDII Program and is intended as guidance only.  It is up to individual laboratory management to decide on the mechanisms for implementation and how the requirements will be implemented and monitored.

A.
BUSINESS ETHICS AND DATA INTEGRITY POLICY

The laboratory application for Signatory status must include a copy of the laboratory’s business ethics and data integrity policy (by whatever name).  This Policy, prepared by laboratory management, is the cornerstone document of the laboratory regarding all aspects of business ethics and data integrity.  The Policy must be comprehensive in nature and must specifically include summary statements and references to Subsections V.A. through V.H. of the ELDII Policy Statement covered under the heading “Components of the Self‑Governance Program.”

The Policy shall include the laboratory’s Code of Ethics Statement, but a Code of Ethics alone generally has been shown to be insufficient in meeting the detailed ethical performance requirements expected of management and individual analysts by the United States Environmental Protection Agency (EPA) and other governmental agencies.  The Policy also must present an overview of the laboratory’s systems approach to ethical performance.  The requirement for a written and detailed set of checks and balances in laboratory operations that goes well beyond a mere statement of a Code of Ethics is fundamental to the ELDII Program and must be reflected in the Policy.  The Policy must clearly demonstrate the systematic way in which the laboratory will promulgate, communicate, and enforce its Code of Ethics. 

It is critical that senior management be involved in the preparation of the Policy.  Preferably the owner or owner representative would be directly involved.  A team approach is recommended that also would involve key members of staff.  Input in writing the Policy from operations managers, Quality Assurance (QA) officers, and department leaders is useful in that the Policy defines the particular methodology by which the laboratory will involve all members of staff in the ELDII process.  For the Policy to be rigorous from a systems perspective, all key personnel must be involved. Since each laboratory organization is unique, only laboratory management can adequately define who the key participants on the team should be and how the team will develop the specific systems required by the ELDII Program. 

It should be emphasized that the Policy components must reflect an effective set of procedures that will provide both training and enforcement to accomplish the goals of the ELDII Program.  The audience of the Policy is primarily the staff of the laboratory.  As a document, it must represent a compelling argument to the staff as to why ethical performance and data integrity must supercede any other objective of laboratory operations.  It must then provide an overview of the various systems that will be maintained within the laboratory to accomplish the Policy goals.  It should clearly state that without full cooperation of the entire staff, the achievement of full conformance with the Policy goals is in jeopardy.  In fact, failure to fully comply with the Policy, even if only one person fails, could and often does threaten the very survival of the laboratory.  As such, the Policy must clearly state that violation of the Policy will subject an employee to disciplinary action, including possible termination.

Once completed, the Policy must be communicated effectively to all employees. The Policy must be maintained and be readily available within the laboratory facility.  It must be referred to in employee handbooks, QA manuals, standard operating procedures (SOPs), or other such publications of the laboratory.  Newly hired personnel in the organization must receive specific instruction and training regarding the contents, meaning, and interpretation of the Policy within 30 days of their first day at work. Thereafter, all personnel must receive an annual refresher course regarding the Policy, including any updates to the Policy.  All managers and staff must sign an annual written statement that they have read the Policy, and understand and agree to adhere to the Policy.  In addition, they must agree that they will report all suspected violations of the Policy to the Ethics and Compliance Officer or other designated person.  The signed statements must be included in each employee’s personnel record and maintained for a period consistent with storage of other employee related documents. 

In addition to required policy statements and discussion of systems related specifically to data integrity issues, the laboratory may choose to include business ethics policies and systems for full conformance with laws and regulations related to government procurement and contracting, environmental protection and handling of hazardous materials and wastes, employment discrimination, workplace safety, conformance with Generally Accepted Accounting Principles (GAAP), and any other area of law and regulation deemed appropriate by the laboratory.
B.
ETHICS AND COMPLIANCE OFFICER

To ensure that compliance with the business ethics and data integrity policy is properly considered in the operation of the laboratory, each Signatory must agree to appoint an individual as an Ethics and Compliance Officer who will be responsible for or assume the additional responsibility for compliance within the laboratory and for adherence to the Policy.  This individual may hold other positions within the laboratory.    The Officer shall be a senior individual within the laboratory with the ability to communicate directly with the laboratory director or the highest levels of management within the organization regarding compliance issues.  The purpose of the position is to implement, oversee, and administer the ethics and compliance program in cooperation with the owner, Chief Executive Officer (CEO), President, Board of Directors, and the Audit/Compliance Committee, or executive management in whatever form it exists. 

The Ethics and Compliance Officer shall:

· Ensure that the organization distributes the business ethics and data integrity policy to all employees. The Ethics and Compliance Officer will be responsible for annual certifications and orientation of new hires to the Policy and the ELDII Program.

· Ensure that independent contractors utilized by the laboratory have their own acceptable business ethics and data integrity policies.

· Establish a mechanism to foster employee reporting of incidents of illegal, unethical, or improper practices in a safe and confidential environment.

· Manage and coordinate the internal Policy compliance reporting systems including but not limited to any hotline or other mechanism for reporting alleged incidents of misconduct.

· Ensure that the organization's Policy is communicated through appropriate training and communication methods.

· Ensure maintenance of records of all Policy‑related training, including the type of training and proof of attendance.

· Monitor and audit procedures to determine compliance with the Policy, and make recommendations for policy enhancements to the owner, CEO, President, Board of Directors, Audit/Compliance Committee, or the appropriate individual or committee within the laboratory.

· Assist in the coordination of internal auditing of Policy related activities and processes within the organization, in conjunction with the organization's internal auditing function.

· Coordinate with external counsel the internal review of contracts and agreements to ensure compliance with relevant Policy statements.

· Participate in investigations of alleged violations of the Policy and work with the appropriate internal departments to investigate misconduct, remedy the situation, and prevent recurrence of any such activity.

· Prepare and present, on a regular basis, reports regarding Policy compliance and audits to the owner, CEO, President, Board of Directors, Audit/Compliance Committee, or the appropriate individual or committee within the laboratory.


In performing these duties, the Ethics and Compliance Officer will report to the owner, CEO, President, Board of Directors, Audit/Compliance Committee,  or the appropriate individual or committee within the laboratory, and coordinate activities with the organization's finance, human resources, and external counsel as necessary.  The Ethics and Compliance Officer will have the authority to direct the actions that he or she deems appropriate to uphold the purpose of the ELDII Program within the organization.

C.
EFFECTIVE TRAINING PROGRAM
An essential component of any effective self‑governance program is properly trained personnel.  Signatories agree to institute and maintain a formal, comprehensive, and documented training program covering all facets of an employee's work efforts that may directly or indirectly impact data generation.  All training requirements are described in the organization's quality assurance manual and training procedures, with special emphasis on content, frequency of training, and documentation.  Additionally, special attention is required to address areas of known weakness (e.g., manual integration).  Training documentation shall include a description of the training content (e.g., training materials used and or course agenda), as well as criteria for completion.  Proficiency must be documented in the training files.

Management cannot take for granted the skills, training, and experience of its staff regardless of academic credentials.  Education, training, and skills previously thought to be inherent in secondary schooling curricula, such as ethical conduct, the importance of quality assurance, basic chemistry and measurement techniques, as well as documentation practices, cannot be assumed, but must be verified or incorporated into employee training by the organization.  It has become a critical management responsibility to ensure that all employees are fully trained in all facets of their job responsibilities and company policies and procedures.  Several documents, including correspondence and reports issued by the EPA's Office of Quality, the EPA'S Office of the Inspector General (OIG), and the NELAC standards, strongly emphasize the importance of training.  Ethics training is also singled out and emphasized as an effective deterrent and prevention technique for improper and inappropriate practices. The OIG report dated June 1999 and entitled “Laboratory Fraud: Detection and Deterrence” discusses different aspects of training and prevention tools.  Chapter 5 of the NELAC standards discusses the standards for documented training and proficiency.  These documents may assist the applicant in defining its systems, practices, and procedures for compliance with the ELDII requirements.

Scope of Training Requirements for Signatories


In the environmental laboratory, an effective program must encompass all elements of method training, reporting of data, and all of the ancillary training needed for employees to conduct their work in a safe, compliant, and complete fashion in conformance with organizational policies and procedures, as well as all applicable laws, regulations, and governmental policies.  An effective training program must be documented and address at least the following elements:

· Business ethics and data integrity, specifically the laboratory's business ethics and data integrity policy.

· Organizational policies, administrative and general laboratory procedures, as well as the organization's mission, vision, and values.

· Acceptable scientific practices for methods, analysis, and technical procedures.

· Specific instrument and equipment operation, especially applicable data system usage and limitations.

· A thorough understanding of the Quality System and applicable QA practices.

· Analytical, quality assurance, and operational practices, including but not limited to the following:

· proper integration and manual integration techniques

· data review and reduction techniques and processes

· calibration guidelines emphasizing sound scientific calibration techniques, including what is acceptable calibration and what is not

· documentation procedures, including a defined and documented exception or case narrative procedure

Signatories shall have a program to continuously emphasize and reinforce values and good decision making skills as well as to reinforce policies on a regular basis.  This may be done by monthly or quarterly meetings (e.g., mini seminars or lunch seminars) or web‑based problem solving programs.

The training program will include both initial and refresher training.  Initial training will be according to a defined schedule after a laboratory hires an individual and before the employee is permitted to produce any analytical data or conduct any system practice without direct supervision.  New employee training on company policies, quality assurance practices and procedures, employee responsibilities, ethical conduct, general laboratory practices, and documentation requirements shall be completed within 30 days of reporting for work.  A written plan and checklist must be a part of the formal training procedure, and documentation must be maintained and readily accessible.  If an organization hires staff without proven competence in fundamental skills, then general training must begin at the lowest necessary level to ensure that such skills are mastered by the employees.  Initial proficiency testing or training will be documented and kept in the individual’s training records.  Training should be tailored to the analyst's scope of work and be understandable and practical. All training shall be according to defined and documented internal training programs, external training programs, and standard operating procedures.  On the job training is perfectly acceptable as long as standard operating procedures and methods are strictly followed and are the basis for the training process.  Every effort to avoid and/or control "serial training" (i.e., perpetuating bad habits and improper practices based on informal systems and poor documentation) should be exercised.

Periodic Updating of Training (Refresher)

Effective training is a continuous process.  The laboratory shall have a process for keeping current the skills of its employees.  Refresher training in specific methods, laboratory practices, and the business ethics and data integrity policy, either provided by laboratory personnel or through outside sources, shall be conducted at least annually or more frequently as needed.  The training program will also include periodic testing of analysts in the methods that they are performing.  The results of this testing, as well as all initial or refresher training, will be documented and maintained in  permanent training records kept by the laboratory.

Training in Methods and Analytical Procedures

Training can be conducted in a variety of ways.  It is not sufficient for management to assume that analysts have read and understood the standard operating procedures and/or methods.  The training program must specify the documentation procedure by which management is confident that employees understand and will comply with SOPs, policies, and procedures.  It is the goal of all technical training to assure competency and that analytical performance matches SOPs and SOPs match method or regulatory requirements.

SOPs or other guidance documents that fully describe the step-by-step practices that must be completed by an analyst to obtain a valid test result or other procedures required for the efficient operation of the laboratory must be kept current and made readily accessible to those in the laboratory.  The training program should specifically include instructions in these SOPs.  Each SOP must be sufficiently detailed to ensure that if analysts complete the work assignment consistent with the requirements of the SOP, the data generated will be of known and documented quality.


Several common verification techniques to consider include:

· Questioning by supervisors or a written or oral test

· Witnessing of acceptable procedure or technique

· Acceptable performance test samples

· Other documented techniques that demonstrate employee understanding of the procedure and practice

In all cases, the results must be documented in the employee training records.  Training verification must be attested to by the Ethics and Compliance Officer, the employee’s supervisor, the QA Director, or other designated person in a position of appropriate authority.

Business Ethics and Data Integrity Training

An expressed goal of the ELDII Program is to create a culture of integrity.  In addition to the technical training described above, this requires periodic ethics training, reinforcement of the company's ethics policy, clear understanding of organizational values, and skills for proper ethical decision making.  It is important for employees to understand the importance of generating proper data, following SOPs and methods, and the ramifications and consequences of improper and inappropriate practices.

Cornerstones of effective ethical dilemma resolution are the company's policies, organizational values, and ethics training.  As in any industry, environmental laboratories will recruit and hire individuals with differing personal value systems.  It is important for the organization's business ethics and data integrity policy to establish organizational values, ethical decision making criteria, acceptable practices, and the importance of proper decision making.  Therefore, a critical part of the training is to establish a clear understanding of the company's values and emphasize the requirement for employees to act in accordance with the company’s values.  This establishes a foundation for assuring that all employees are focused in the same direction.

The June 1999 OIG report “Laboratory Fraud: Detection and Deterrence” identifies ethics training as one of the best prevention techniques available to prevent improper and inappropriate laboratory practices leading to fraud.  Excerpts from the report include:

... Having employees that understand the difference between a mistake and improper behavior and that are trained to make “ethical decisions” is one of the best prevention strategies.  A strong reinforced ethics training program is one of the key cornerstones to an effective “total ethical process” . ...

... The biggest factor in preventing fraud is emphasizing a company's culture of integrity.  In other words, management establishes the organization's values, and based on those values, employees distinguish between right and wrong . ...

... Generally these values are communicated through an organization's ethics Policy or                 
program. Thus, a key element in preventing fraud is an organization's adoption 
of an ethics policy that is strictly enforced . ...

The goal of ethics training is to provide an environment and information for an employee to rationally and logically resolve ethical dilemmas and conflicts that he or she encounter in the workplace based on organizational values and industry standards. Ethics training should give the employee an opportunity to practice decision making and raise questions and concerns in a safe and open manner.  Ethical practices training may include a variety of topics such as:

· Acceptable and unacceptable practices, including real examples of improper and inappropriate behaviors 


· Methods, quality control, and quality assurance practices 


· Company policies for conduct, reporting, and responsibilities


· Specific tools and processes for reporting and prevention


· Ramifications of unethical, illegal, or improper conduct


· Contracts and compliance


· Conflicts of Interest


· Government contracting and legal requirements


· Right versus wrong 


· Communication of the process for decision making and resources to get help


· Where and how to get more information

Annual ethics refresher training will be conducted according to the laboratory's business ethics and data integrity policy.  This annual business ethics and data integrity training should be provided by appropriately trained individuals from either internal or external sources.  Annual business ethics and data integrity training should also be used to address any organization or facility specific issues discovered as the result of internal or external audits of laboratory practices.  After both the initial and the annual business ethics and data integrity training, management and all employees should execute a certificate that they understand and will comply with the laboratory's business ethics and data integrity policy.

The format of the training is variable; however, it is strongly suggested that an integrated program of lecture and interactive problem solving be used and adequate time be allotted to cover all subject materials initially and on an annual basis. 

Training Guidelines for Problematic Data Handling Practices

The laboratory should assess their operation to identify any special issues or practices that can lead to confusion, weakness, or shortcuts.  Management needs to evaluate these weak points and determine if specific training guidelines and policies should be implemented to clarify performance and prevent improper or inappropriate practices.  At a minimum, manual integration techniques and documentation, data review and reduction, calibration practices, documentation practices, and exception report writing (case narratives) must be addressed in detail if applicable to the tests performed.

In correspondence from the EPA's OIG dated September 2001, the issue of improper and inappropriate manual integration techniques was discussed and identified as one of the most frequent causes of improper and inappropriate practices.  Specific training in proper manual integration techniques and documentation shall be conducted for all employees involved in analyzing and reviewing chromatographic data, inorganic or organic. The training should discuss the use of analyst’s judgment and the provisions of the laboratory’s detailed SOP on manual integration.  The training shall include the following:

· The importance of proper technically sound integration techniques

· When to manually integrate chromatographic responses

· Criteria for acceptable manual integrations

· Documentation procedures for manual integrations

· Secondary review and approval process

· Problematic compounds with examples of proper integration

· Examples of improper and inappropriate manual integrations

D.
EFFECTIVE ENFORCEMENT OF SELF-GOVERNANCE PROGRAM
Effective enforcement of a Signatory's self‑governance program requires a commitment by management at all levels to adhere to the program and to subject any employee who intentionally violates the laboratory's business ethics and data integrity policy to disciplinary action, including possible termination.  The business ethics and data integrity policy extends to and includes all aspects of data production, analysis, review, and reporting.  Signatories will not tolerate individuals who knowingly and intentionally falsify data.  Signatories must have a zero tolerance policy for illegal, unethical, and improper practices affecting the integrity of the testing process.  It is the responsibility of all employees to report any situation which may be adverse to quality or which may impact the final quality or integrity of data produced.  Any employee who knows of or witnesses any violation of the business ethics and data integrity policy is required to report the activity or he or she will be subjected to disciplinary action, up to and including termination consistent with the severity and circumstances surrounding the violation.  All alleged violations must be reported to the Ethics and Compliance Officer or other designated person.  The zero tolerance policy and disciplinary requirements must be distributed to the employees and incorporated into the business ethics and data integrity policy. 

After investigation of a reported violation, the Ethics and Compliance Officer, with appropriate management input, will determine and document if it was a willful, intentional act conducted with full knowledge that it was improper and with full knowledge that the act was in violation of the business ethics and data integrity policy. Any employees trained by the violator must also be evaluated to ensure correct training in compliance with the business ethics and data integrity policy.  The zero tolerance policy must require appropriate disciplinary action, up to and including termination of all employees and managers who participated in the violation or who had knowledge of and did not report the violation.  Any employee involved but not terminated must be closely monitored, and the results of the monitoring should be documented to ensure that the activity is not repeated.  Any attempt by management or by an employee to circumvent the Policy will be a case for disciplinary action. 

A written corrective action plan, addressing the root cause of the violation, must be enforced and may include additional training for all employees in the appropriate departments and changes in procedures, policies, and/or SOPs.  Additional training must be documented.  A communication plan will be executed to inform the appropriate employees and ensure that they understand the gravity of the situation and the consequences of the violation.  An audit function should be performed to ensure that corrected procedures are fully implemented and effective.  Any effect on the data must be addressed according to the guidance on data recall.

E.
 INVESTIGATION AND REPORTING OF ALLEGED MISCONDUCT
Reports of alleged misconduct must be investigated promptly to determine if misconduct in fact occurred.  If so, the extent of the problem must be determined in order to mitigate the misconduct or noncompliance and reduce the future risk of recurrence.  Corrective actions should be determined by personnel who have the appropriate expertise and then reported through the organization to the level having the authority to implement the corrective actions.  In addition, a laboratory should consider  whether the investigation should be conducted with the assistance of outside consultants and/or counsel, as well as a whether the incident should be reported to other appropriate individuals or organizations. 

1.
Procedure for Handling the Internal Reporting of Suspected Misconduct

Commonly, companies suggest that employees first report perceived misconduct to, and get counsel from, their supervisor or others in the chain of command.  Employees should also be advised that perceived misconduct can be reported to the Ethics and Compliance Officer.  The laboratory management shall establish a mechanism for confidential reporting of data integrity issues in the laboratory. A primary element of the mechanism is to assure confidentiality and a receptive environment in which all employees may privately discuss ethical issues or report items of ethical concern. This can be a confidential telephone hotline or drop box or some other mechanism for anonymously and confidentially reporting alleged incidents of misconduct. The mechanism(s) shall include a process whereby senior laboratory management are informed of the need for any further detailed investigation.  

The laboratory shall establish a mechanism to track reported incidents and the outcome of alleged misconduct investigations.  This mechanism may be a database or corrective action process in which trends or patterns of non-compliance can be reviewed to detect potential larger problems occurring within the organization or specific areas where compliance tends to be a problem.  The procedure for handling the internal reporting of suspected misconduct shall also include a process for investigating the reported incident, reporting conclusions, and if necessary, establishing a corrective action plan and a follow-up monitoring process to ensure effective resolution and prevention of repeated misconduct. 

Procedures for handling erroneous data, including determining the necessity for data recall, client notifications, and the resubmission of results, are described in the Data Recall section of this document.


2.
Internal Investigation Procedure

The laboratory shall establish a procedure for performing internal investigations of suspected misconduct that is reported by employees or identified through other detection mechanisms.  The designation of a person or team responsible for leading the investigation and response should be identified.  This person or group must be free from conflicts that could impact objectivity.  This is especially important when a person higher in the organization structure is being investigated.   In this instance, to ensure independence, an outside or third party may be considered to handle the investigation. 

Investigation may include interviews of employees, examination of data or other documents, or any other appropriate means of determining the facts of the situation.  The internal investigation procedure should provide guidance on the types of events that would warrant an investigation.  Although a list could not possibly cover every likely situation, it should provide examples sufficient enough to cover a broad range of situations.  At a minimum the list should include: 

· Client complaints

· Employee reported concerns

· Data review observations of suspicious record keeping

· Historical or statistical data inconsistencies

· Erroneous data, including: calculation errors, data entry errors, analytical problems that were not caught during data review, and deviations from standard operating procedures  


The internal investigation must be complete and comprehensive.  Should potential improper or inappropriate practices be observed or indicated from the initial work, further investigation is required.  An investigation should assess the root cause and determine whether other procedures, instruments, employees, and departments may have been involved.  Some of the steps that must be taken as part of the internal investigation are described below:

a. Determine through interviews and detailed data inspection whether other employees were aware of the misrepresentation or were also misrepresenting data.  If other employees were involved, then the investigation should extend to those employees also. 

b. If the misrepresentation is of the type that leaves a data trail, this should be inspected in detail to determine the extent of the misrepresentation.  If it does not leave a data trail, then other techniques can be used in an effort to determine the extent of the misrepresentation. Those techniques include but may not be limited to:

· Statistical analysis of historical data can be a useful technique to determine the extent of a data misrepresentation problem.  This can be used to compare quality control failure rates and blank contamination issues from different analysts and over different time frames.

· Records on the consumption of reagents, supplies, and glassware can be compared to the number of analyses performed.  This can be useful when there is an allegation that certain steps were being skipped in an analysis or that the results were simply fabricated.

· Hardcopy records should be thoroughly inspected.  In some cases, it is useful to compare these to employee timekeeping records. 

c. Attempt to assess through employee interviews and other means the root cause of the data misrepresentation, and take steps to eliminate those causes. 


d. Take disciplinary action in accordance with human resources policies and the laboratory’s business ethics and compliance policy.  It is important to demonstrate that there are serious consequences for intentional data misrepresentation. 

e. Record all aspects of the investigation, and create a written summary that is signed by the appropriate management staff.  The investigative activities and conclusions should all be documented in a confidential file with the quality assurance manager, and information should be added to personnel files as appropriate. 

f. If the information indicates that the misrepresentation goes beyond a very small number of individuals or is directed by the supervisors or management, then the root cause may be a fundamental failure of the quality systems.  Depending on the circumstances, a laboratory may want to seek counsel and consider whether voluntary disclosure to the appropriate individuals or organizations is warranted.


3.  Internal Notifications

When an allegation of misconduct is reported or the need for investigation has been determined, the laboratory shall establish a management notification process.  This process should include a time-frame (i.e., reported within 24 hours) and the list of appropriate management personnel to be informed.  All aspects of any investigation should be treated as confidential, and the investigation details should be limited to those who “need to know” and senior management.  Special considerations may be described when a person higher in the organization is being investigated or the individual who raised the issue is entitled to certain legal protections under the law. 


4.  Investigative Records Retention Policy 

The laboratory shall establish a records retention policy relating to any reported incident or related investigations.  This includes, but is not limited to, any correspondence, interview documentation, findings, corrective action plans, and written reports.  These records may be considered company confidential.  The records of investigations of reported incidents should be kept indefinitely unless directed otherwise by counsel.


5.  Voluntary Disclosure to Regulatory Agencies

The laboratory shall have a procedure in place to determine when a voluntary disclosure to regulatory agencies should occur.  The laboratory must agree to disclose data integrity violations that have a significant impact on data which are discovered, investigated, and substantiated. 


The nature of the disclosure and the agencies or regulatory bodies to which the disclosure is made depends upon the facts and circumstances of the violation and the impact on the data.  If data integrity violations go beyond a small number of individuals or if there is management involvement, then the laboratory should consider voluntary disclosure to cognizant regulatory agencies.  EPA’s and the Department of Defense’s voluntary disclosure programs should be carefully reviewed, and this should be discussed with legal counsel before proceeding.  If legal counsel indicates that there is a high likelihood of criminal conduct, then the responsible regulatory and certification agencies should be notified.


Information about EPA’s voluntary disclosure program, “Incentives for Self-Policing, Discovery, Disclosure, Correction and Prevention of Violations,” is available at http://www.epa.gov/compliance/incentives/auditing/index.html.  This includes extensive information about the program, guidance, and contact information.  Information about DoD’s Voluntary Disclosure Program is available at http://www.dodig.osd.mil/Inspections/IPO/voldis.htm.  This again includes extensive information about the program, guidance, and contact information.

F.
DATA RECALL

1.
Recall Procedure

This section is intended to provide guidance to the laboratory community on procedures for recalling erroneous data and informing clients and regulators.

Effective quality and data integrity systems can prevent data quality problems, but they also will periodically detect data quality problems.  In the normal course of events, environmental laboratories will find that some reports that they have submitted to their clients contain erroneous data.  The causes behind the erroneous data can include calculation errors, data entry errors, analytical problems that were not caught during data review, and deviations from standard operating procedures.  In some cases, the erroneous data is due to deceptive data recording practices by one or more individuals within a laboratory.  Identifying erroneous data is not an indication that the data quality/integrity system is broken; rather, it is an indication that the system is working.  A good system should periodically detect problems.  Establishing a sound data recall procedure is an essential element of good laboratory management.

The laboratory community strives to produce analytical data of known and documented quality.  When errors like those described above occur, there is additional uncertainty associated with the analytical results that may make them unsuitable for the intended use.  When erroneous data are discovered, this procedure will guide the laboratory’s decision making process.  Handling erroneous data, including determining the necessity for data recall, client notifications, and the resubmission of results, are described to provide an efficient and consistent laboratory-wide approach.  In these cases, the following actions are recommended.

· Notify laboratory management and the Ethics and Compliance Officer within 24 hours after the problem has been identified

· Investigate to determine the extent and scope of the erroneous data

· Assess the impact of the errors on the validity of the data

· Establish a data recall decision group

· Further assess to determine a root cause for the problem

· Make a data recall determination

· Perform the data recall if necessary

· Implement corrective action and monitor progress 

· Evaluate and document closure of the issue

Up to this point, there has been little guidance in the industry on how to recall erroneous data, and there has been no guidance on disclosing situations where data was misrepresented.  The procedures in this section allow laboratories to responsibly manage minor data recall events without tarnishing their reputation or calling reported data into question unnecessarily.  They also provide guidance for when a laboratory should inform regulators and certification organizations in the case of serious data integrity problems.  The procedures in this section are not meant as a prescriptive sequence of events for performing data recalls.  They are guidance to help laboratories develop procedures that can be customized to their organizations and specific circumstances.


2.
Management Notification

As discussed above, when any information is received by any employee or other source that may warrant an investigation, this information shall be reported immediately to designated laboratory management, including the Ethics and Compliance Officer.  


3.
Determine the Cause and Extent of the Error

This can be done by the quality assurance staff, senior level technical employees, outside consultants,  and/or inside or outside counsel.

In determining the extent of the error, an effort should be made to assess the root cause of the error and check both how long the error has been occurring and how many instruments, analyses, employees, and departments are affected.   An error should not be treated as an isolated incident without clear and thorough evidence that such is in fact the case. 


4.
Assess the Impact of the Errors on the Validity of the Data

This should be done by knowledgeable technical personnel who are qualified to interpret the data, and it may include some statistical analyses.  There are some small errors that clearly have no impact on the resulting data or common data acceptance criteria.  In these cases, the findings should be documented in a quality assurance file, and no notification of clients is required.  Examples would be minor rounding errors or data recording errors that do not appreciably add to the uncertainty of the measurement, calibration errors that would tend to understate the sensitivity of an instrument to compounds that were not detected, and minor method non-compliance issues that would not be reasonably expected to impact the results.  On the other hand, there are also errors that would create a consistent bias that is greater than normally expected for the method, and errors that would call the fundamental validity of the results into question.  These would clearly have a potential impact on the use of the data.

It is important to use sound scientific judgment in assessing data validity.  There are some quality control checks that may not change the calculated and reported results, but that nonetheless could indicate serious analytical problems that would significantly increase analytical uncertainty.  When this is the case, data should be recalled.


5.
Establishing a Recall Decision Group

The signatory may find it useful to convene a data recall decision group based on preliminary laboratory investigation findings, customer complaints, or data integrity investigations.  The group members should be chosen based on their technical background and objectivity.  The recall decision group is responsible for directing independent resources for examining the issues raised, determining the extent of the issue, deciding if a recall is necessary, and making recommendations to laboratory officials.  The group will request a recall if it determines that there is sufficient evidence that erroneous results have been reported and that the error is of sufficient magnitude to impact the decisions for which the data was generated.  It also assigns a priority, a plan, and a timeline for the investigation and recall decision. 


6.
Assessment of Root Cause

Once a preliminary investigation confirms the existence of a data quality problem, a full investigation is initiated to assess the ”root cause.”  Judgments from the preliminary investigation are not always correct or discriminating enough to identify the underlying causes.  Therefore, additional steps to analyze the depth and scope of the issue are important to reach the right conclusions and develop the appropriate corrective action plan. 

Data and information are necessary to answer the fundamental questions of whether it is necessary to request a recall, and, if so, what reports should be recalled. The extent of data recall is based on laboratory records and other evidence. This information is verified by the recall decision group.  Records that are central to these determinations may include but are not limited to:

· Electronic records

· Electronic data or audit trails

· Laboratory logbooks

· Statistical analyses

· Historical data comparison

· Quantity of reagents versus number of analyses

· Employee timesheets or attendance records

· Known use of the data and/or applicable regulatory levels


7.
Recall Decision

Data should be recalled if there is a significant impact, and if possible, the samples should be reanalyzed.  This section gives some guidance on when to recall data.

There may be no need to recall data for minor rounding and reporting errors that do not appreciably add to the uncertainty of the measurement.

There may be no need to recall data if there are small changes to internal quality control results that would not significantly change the uncertainty of the measurement and that were not initially reported to the client.

If an error results in small changes to internal quality control results that were included in the client’s report, then depending on the possible impact on the data, the client may be notified of the error and given the option to receive a corrected report.

If an error results in large changes to either reported results or internal quality control checks that would appreciably add to the uncertainty of the measurement, then the data should be recalled.  

If the error involved internal quality control checks that were not reported to the client, then the client should be informed that the quality control checks indicate that the uncertainty of the measurement is higher than normal.  

If it is possible to describe the probable nature of the uncertainty (e.g., low bias, higher than normal possibility of false negatives, etc.) then the client should receive that information also.


8.
Issuing the Data Recall and Revised Reports

All recalls should be announced by some form of written notification to the data user.  Urgency may be necessary when erroneous data may pose an immediate public health risk or redirect action on a project site.  The recall notification should have as complete information as possible on the extent of the data recall. This may include:

· Projects and samples affected

· Methods/analytes

· How and when discovered

· Corrective action

· Preventive action

· Revised reports

· Planned follow up activities

If a decision to recall data has been made, the following should be done, and management shall monitor the progress of the data recall: 

· Request management review of recall correspondence before issued to prevent misunderstandings between the firm, its customers, and regulatory agencies

· Retain original data and corrected records related to the recall

· Obtain a complete list of all laboratory projects or jobs affected 

· Retain complete copies of all recall communications issued

· Advise clients on how the returned data should be handled


9.
Corrective Action

Corrective actions shall be taken as appropriate to the findings of the investigation and documented accordingly.  Corrective actions may include changes to procedures in the laboratory or in administration, additional training initiatives, and where appropriate, disciplinary measures for employees.  Corrective actions will be followed up in the course of periodic audits to assure management that such actions have been and remain effective to prevent recurrences of similar situations.


10.
Recall Follow-up and Closure

At the conclusion of the data recall, management should perform a follow-up evaluation and when appropriate, officially closeout the recall event.  Prior to closure, a review shall be conducted to determine if the laboratory conducted a failure analysis. Did it consider things such as the length of time the erroneous results were being reported, complaints for the same or similar problems, or process/personnel changes occurring about the time the problem appeared?  For recall evaluations, in addition to verifying the identification of the ”root cause,” consider the following steps:

· Discuss the suspected problem with management and review the preliminary investigation findings. 

· Investigate all areas and analytical sequence that may have a bearing on the production of the erroneous results. 

· Identify individuals associated with the problem and determine its scope. 

· Review batch records, logbooks, instrument records, maintenance logs, and/or other types of records for source identification. 

· Review quality control and statistical data. 

· Determine the action the laboratory has taken, is taking, or has planned to prevent similar occurrences.  If corrective action is not underway, determine timetable for achieving correction. 

· Determine what action the laboratory has taken or plans to take and the time frames involved regarding erroneous data that remains in client’s possession. 

· After a recall, the laboratory is responsible to assess whether the recall provides evidence of a need to change laboratory policies or procedures and whether the recall procedures worked effectively and efficiently.


Based on the circumstances, the laboratory may wish to perform a more in depth systems evaluation to consider the following: 

· How did the laboratory identify the nonconformance which led to the recall, e.g., complaint, in-house data, etc.? 

· Did the laboratory conduct a root cause assessment and implement effective corrective action?

· Has the actual cause of the nonconformance, for example, software design error, process out of specifications, employee error, been correctly resolved?   What evidence does the laboratory have to support the determination?

· If laboratory software or equipment was responsible for the error, determine if the similar software/equipment has been inspected to ensure the same error does not occur.  Has the laboratory conducted an analysis to assure the software/equipment defect will not have a negative effect on the operation of the other device(s)? 

· If software/equipment was responsible for the error, what other departments use the similar systems? 

· Why is the problem just now showing up?  How many reports concerning the problem did the laboratory receive before deciding a recall was necessary? 

· Does the laboratory have a procedure established for determining if a recall is necessary, and if so, did it follow the procedure? 

· If the problem was introduced via method, software, client, or employee change, did the laboratory follow established training, review, and assessments prior to the change?  If yes, are these procedures adequate?  Was the nature of the problem such that it should have been anticipated, and the design verification/validation study fashioned to detect the problem? 

· Did the laboratory qualify/validate the corrective action? 

· What action did the laboratory take to prevent recurrence of the nonconformance, e.g., training, increased process monitoring, etc.? 

· Was the nonconformance information provided to those responsible for the areas in which the nonconformance occurred? 

· Did the firm determine if the nonconformance extended to other software/equipment devices? 

· Did the firm determine if changes were needed in procedures and, if so, did it validate and implement the changes? 

G. 
EFFECTIVE INTERNAL AND EXTERNAL MONITORING SYSTEM
Critical to an effective self-governance program is a mechanism for monitoring compliance with the requirements of the ELDII Program. This compliance monitoring is commonly called surveillance and can be achieved through a combination of internal and external monitoring mechanisms.

The surveillance activities may be different from, but complementary to those monitoring activities described in a laboratory quality assurance program. Together, the ELDII Program and the surveillance activities provide an effective early system to prevent problems, and identify weaknesses and potential failures in the quality system. Additionally, an effective surveillance system serves as a deterrent to improper or inappropriate behavior.

Signatories must agree to establish and maintain an internal and external monitoring or surveillance system to ensure compliance with the facility's business ethics and data integrity program and the applicable laws, regulations, and policies.  For the purposes of this document, an internal system is one that is conducted by employees who typically work in the facility under review.  An external system is one that is conducted by individuals from another facility within the same company, individuals from another facility in a different company, or individuals from a third party consulting firm.  Regulatory and certification audits generally do not address the elements required for ELDII Program compliance, and as a result, they are generally not sufficient for ensuring compliance with the facility’s business ethics and data integrity program.  Signatories must ensure that external auditors are sufficiently objective and are free from inherent conflicts of interest.


Many of the elements of a monitoring and surveillance system are included in typical quality assurance systems.  ELDII Program Signatories, however, must implement and document the specific additional monitoring procedures described in the following paragraphs.

Quarterly Electronic Audit Trail Reviews: This activity ensures that audit trail software is turned on and entails searching of electronic systems or media with the specific purpose of identifying any types of record changes or modifications to automatically generated data.  The review must then thoroughly investigate the nature of the changes and whether the changes are allowed and conducted in accordance with the operating practices of the facility.  Certain types of analytical systems, such as GCMS, lend themselves to specific records auditing of activities such as manual integrations, date and time stamp changes, and calculation algorithm changes.  The result of the audit should reveal no excessive amounts of editing, no manipulation of records by unauthorized individuals, and/or total absence of unauthorized edits to sensitive areas of the analytical system.  The electronic data audit review should also verify that all computer systems have accurate and authentic date and time stamps.   Signatories should realize that electronic audits are not limited to organic analyses and that LIMS systems and inorganic instrument data systems should also be inspected.

Comprehensive Data Auditing: On a semi-annual basis, selected data packages, representing work from all departments of a laboratory, shall be subject to a comprehensive data review.  This assessment process shall include all aspects of generating the analytical results, including support functions such as logbooks, standards, calibration procedures, and so on.  This review must include all source data, both electronic and hardcopy.  Results of the review must be documented and corrective actions must be taken if necessary.  These assessments should be applied randomly to all data levels to ensure that required practices are in place regardless of the data deliverable level.  The data authenticity check will require a comparison of final reported results to the original raw data.  Particular attention needs to be given to the hand records or bench sheets associated with the data in question.  Also, raw data, including electronic records, such as calibration data, calculations, quality controls, standards and reagents, chromatograms, and manual integrations, should be carefully evaluated to ensure that they meet SOP requirements and that they are well documented and correlate to the results reported to the clients. 

Multi-level Data Reduction and Review Process: Signatories must have data reduction and review processes that involve routine review of final results compared to raw data wherever possible.  One of the most important day to day monitoring and surveillance systems is an effective data reduction and review process that includes a comprehensive completeness and technical assessment performed by a trained peer or supervisor.  This is similar to the secondary review requirements in NELAC and other certification programs.  Signatories must ensure that their secondary review process adequately addresses issues of data authenticity and integrity and does not solely focus on method or contract compliance.

Inclusion of ELDII Program Requirements in Annual Systems Audits: Most laboratories are required to perform annual internal systems audits as part of their certifications.  The ELDII Program requires Signatories to include specific elements on compliance with ELDII Program requirements in the annual systems audits.  Although it is not required, it is recommended that Signatories have an annual external audit performed that verifies compliance with ELDII requirements.  

H. BEST PRACTICES
ACIL is committed to providing its members and Signatories to the ELDII Program information on best practices in the business ethics and data integrity area. This information includes practices and procedures that have proven effectiveness in various situations along with information on how to tailor these practices to an individual laboratory’s circumstances.  This information will be provided through various methods, including seminars, programs, and publications.

It is recognized that implementation of the high standards established for the ELDII Program present a significant challenge to laboratories seeking to participate in the Signatory program.  While significant latitude is allowed in the specific design of the various quality systems, all quality systems must meet the standards of the initiative, be fully implemented, and provisions must be in place to ensure that the systems are updated as necessary to address changing regulatory and business considerations.

In an effort to assist those seeking to participate in the Signatory program, ACIL has established a resource that should help those upgrading their current systems or building new systems.  A collection of best practice documents related to the various quality systems outlined in the ELDII Program have been collected and are available for use by laboratories seeking to participate in the Signatory program. This resource is available at www.acil.org/dataintegrityinitiative/bestpractices.

The documents available at this website were developed by Signatory program participants who have agreed to make them available to others.  They represent potential ways of addressing the quality system requirements of the initiative, although they are certainly not the only ways.  Also, because implementation details can vary significantly between laboratories, adoption of one of the best practices is no guarantee that it will be deemed adequate when the laboratory is reviewed for acceptance into the Signatory program.

ACIL is committed to working with all stakeholder groups, including client groups, federal, state, and local regulatory authorities, to find better ways to address mutual issues related to data integrity and to better define industry best practices.
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